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Accepted Oct. 30, 2023 This paper depicts the principles of Cloud of Things and fog computing and

discusses its possible uses in Irag with sustainability measures. The capacity of
cloud computing to supply elastic, as-needed computer resources has garnered
widespread interest worldwide. However, fog computing and a Cloud of Things
enhance the Internet of Things by relocating computation to devices on the
network's periphery. This study looks at how the Cloud of Things and fog
computing are used now in Iraqg, the obstacles, and the future uses of these
technologies in various fields. To fully reap the benefits of the Cloud of Things and
fog computing in Iraq, the study also emphasizes the significance of infrastructure
development, policy design, cybersecurity, and other measures. This study will
discuss the use of questionnaires in research. There are two distinct components to
this. The first section includes questions regarding the respondents' affiliations,
including their roles, departments, organization sizes, and ministries. The rest of
the study's factors are discussed with inquiries in line with issues of cyber security,
privacy, sustainability, cost of implementation, feasibility, trust, IT infrastructure,
and government support. The survey's final open-ended inquiry will help us to
compile a wide range of perspectives on what kinds of Cloud of Things and fog
computing services based on the Iragi government's needs.
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1. Introduction

The advent of cloud computing has dramatically altered how people and companies make use of computer
systems. It's a scalable and low-cost option for dealing with massive data. However, in some cases, the needs

This work is licensed under a Creative Commons Attribution License (https://creativecommons.org/licenses/by/4.0/) that allows others @ G)
to share and adapt the material for any purpose (even commercially), in any medium with an acknowledgment of the work's authorship
and initial publication in this journal.
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of real-time applications that require minimal latency cannot be met by depending entirely on centralized cloud
infrastructures. Fog computing is a decentralized computing paradigm that moves computation closer to the
edge devices, hence overcoming this restriction [1-3].

Two related ideas that address data processing in the context of the Internet of Things (1oT) are the Cloud of
Things (CoT) and Fog Computing. Figure 1 illustrates how the concept of CoT—a network of intelligent devices
with communication capabilities and a cloud connection—allows for the gathering and processing of vast
volumes of data to boost production and efficiency across a range of industries. Fog computing, on the other
hand, is a decentralized computing architecture that lowers latency and increases data processing speed and
efficiency by bringing the cloud closer to edge devices. This is especially helpful in scenarios requiring real-
time data processing, such as industrial automation or driverless cars. In conclusion, Fog computing brings the
cloud closer to edge devices for quicker and more effective data processing, whereas CoT concentrates on
centralized data processing in the cloud. Both ideas have certain advantages and uses that make them significant
to the growth of the 10T [4-5]. Irag's adoption of cloud computing is just beginning. Difficulties include low
internet penetration, inadequate infrastructure, and a lack of knowledge about cloud computing. However, steps
are being taken to overcome these obstacles, such as the National Cloud Computing Strategy and collaborations
with international cloud service providers. Iragi government agency cooperation, business operation efficiency,
and data analytics and storage capacities could all benefit from cloud computing [1-3]. Fog computing has
much to offer Iraq, particularly in areas where real-time data processing is essential to mission success. By
facilitating intelligent parking management, real-time traffic monitoring, and accident detection, fog computing
has promise for enhancing the nation's transportation infrastructure. Numerous aspects of healthcare could be
improved by fog computing, such as efficient resource management, real-time data analysis for outbreak
diagnosis, and remote patient monitoring. Precision farming methods can be applied in the agricultural sector
with the help of fog computing, giving farmers the ability to make well-informed decisions about things like
pest control, fertilization, and irrigation [6-12].
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Figure 1. 10T system based on cloud and fog computing technologies
2. Method

Our team has leveraged its extensive network of personal contacts, niche internet communities, and reliable
social connections in Irag to conduct the required survey. One hundred and thirty individuals in Iraq were asked
to fill out a questionnaire since they had sufficient knowledge of the Cloud of Things and fog computing. 114
people answered the survey. Even though follow-up texts and emails were issued to encourage participation,
only roughly 88 % of people responded. This rate of response, though, was very adequate, and it did include
useful suggestions. The goal of this research is to provide a comprehensive depiction of the conditions under
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which Cloud of Things and fog computing can flourish in Irag. In it, members of the Iragi community summarize
their hopes for the Cloud of Things and fog computing. About 114 answers to each questionnaire question are
provided. Each question has been characterized in terms of the response given, which illustrates various details.
IBM's Statistical Package for the Social Sciences (SPSS 25) has been used to analyze the data, together with the
results of the surveys. We can make the following inferences from the collected and summarized data about the
survey's results. In the first section of the questionnaire, we asked basic questions about the respondents'
familiarity with Cloud of Things and fog computing as well as their role, department, organization size, and
ministry. Expressive research was used to gain insight into the opinions of numerous Iragi residents who are
specialists or knowledgeable about the current Cloud of Things and fog computing usage in Irag.

As can be seen in Figure 2, the majority of responders (53%) are employees, while 26% are department
managers, 12% are section managers, and 9% are top managers.

= Employee
m Department Manager
= Top Manager

= Section Manager

Figure 2. Organizational role of questionnaire respondent

In response to the second question, the majority of respondents (60%) work in information technology, followed
by the planning department (30%), the operations department (5%), and other departments (5%) as in Figure 3.

mIiT
H Planning Department
M Operations Department

H Other

Figure 3. Respondent department percentages at their organizations
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Figure 4 shows the distribution of Recorded Answers for the issue of company size, with 39% belonging to the
250-500 employee group, 11% to the 50-100 employee group, 18% to the 100-250 employee group, and 32%
to the 500-1000 employee group.

m 250-500 employees
m 50-100 employees

= 100-250 employees
® 500-1000 employees

Figure 4. Organization size based on questionnaire respondents

Figure 5 shows that 42% of respondents work for the Ministry of Communication, 25% for the Ministry of
Higher Education and Scientific Research, 9% for the Ministry of Industry and Minerals, and 24% for other
ministries. This poll also includes the ministries of science and technology, education, and the environment
and water resources.

m Ministry of Communication
= Ministry of Higher Education and
Scientific Research

= Ministry of Industry and Minerals

m Others

Figure 5. Ministry affiliation of questionnaire respondents

Likert scales are utilized, with a score of "1" indicating very unimportant, "2" indicating unimportant level, "3"
being neutral, "4" being important, and "5" being very important [13]. The " I don't know " choice, on the other
hand, has come to signify the absence of knowledge. Statistics on how respondents to the questionnaire rated
various factors on a Likert scale, such as cyber security, privacy, sustainability, cost, feasibility, trust, IT
readiness, and government support, are presented. Each question item, as well as their respective means and
standard deviations, are included. Based on the diffusion of innovation (DOI), technology—organization—
environment (TOE), and Loccovo theories, respondents' responses revealed widely varying priorities when it
came to other challenges related to the Cloud of Things and fog computing's organizational, technological, and
environmental variables [1, 14].
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Questionnaire participants’ mean and standard deviation on the Likert scale for Recorded Answers for
cybersecurity-related questions were 3.92 and 1.184, respectively, indicating an activist mentality. The minimal
mean value is 3.75, which is quite near to 4 and may be seen, for instance, in the fifth sub-question. Overall,
guestionnaire respondents had a favorable view of privacy-related questions, with a mean and standard deviation
of 4.2 and 1.163, respectively, on the Likert scale. Since averages are more reliable, it follows that respondents
place a higher value on privacy than security.

Table 1. Recorded answers for cyber security concerns items by questionnaire respondents

What exactly is it that has you most concerned about cyber security? M SD
Risk of system failure (if one of the programs or devices fails). 3.77 1.2
Someone else is getting their hands on your data or controlling it by cyber-attacks. 4.13 1.15
Deleted files, cyber-attacks, infected computers, etc. 4.14 0.99
When data is deleted from the cloud and fog computing environment, there are no backup 397 114
copies. ' '
Your office PC is the only acceptable location for data storage. 3.75 1.23
The potential for Cloud of Things and fog computing to be used in dangerous environments. 3.76 1.27
Is it more secure to use private or community Cloud of Things and fog computing from cyber-
3.99 1.31
attacks?
Average total 3.92 1.184

Table 2. Recorded answers for privacy concerns items by questionnaire respondents

What exactly are your biggest privacy worries? M SD
Keeping files in a location apart from the working environment. 4.1 1.17
Your data could be acquired by a third party. 4.4 1.12
Loss of privacy on account of variations in data protection regulations among nations. 3.8 1.13
If your service provider is based in a different country, you may need more access to your data. 4.5 1.2
I have no idea who can log in or see what files they can see. 4.2 1.15
I have no idea where the data is saved. 4.2 1.21
Average total 4.2 1.163

With a mean and standard deviation of (M = 4.03; SD =1.178) and (M = 3.8; SD = 1.193) for sustainability and
reliability along with cost issues, respectively, questionnaire respondents have responded to the average for cost
items. They have yet to reach the pivotal point on the Likert scale.

Table 3. Recorded answers for the sustainability and reliability items by questionnaire respondents

To what extent are you concerned about issues of sustainability and reliability? M SD

Cloud of Things and fog computing depend entirely on your internet connection, which may or may

not be available at any given time. 419 12l

In an internet blackout, using a mobile phone provider's data services may incur additional costs. 354 134
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In the event of a Cloud of Things or fog computing service provider outage, your organization

cannot afford to pause or restart. 393 1181
During an outage or possible attack, you will have no access to data or services. 445 0.98
Average total 4,03 1.178
Table 4. Recorded answers for cost items by questionnaire respondents
Please explain your significant worries regarding the expenses. M SD
Bandwidth-intensive apps incur additional costs. 3.93 1.294
It is more expensive to have a storage and security system that is effective. 3.79 1.131
The cost of application installation and reconfiguration can be substantial. 3.96 1.14
Hidden fees associated with backup, restore, disaster recovery, and problem resolution. 3.91 1.12
Purchasing services as opposed to hardware and softvyare can make long-term operating 341 1,979
eXpenses more expensive.
Average total 3.8 1.193

Respondents ranked feasibility, trust, and IT readiness as four pressing issues, with respective mean and
standard deviation values of (M = 4.28; SD = 1.067), (M = 4.22; SD = 1.006), and (M = 4.32; SD = 1.056).
These results show that the majority of respondents have a good impression and consider them very imperative
issues, as measured by the Likert scale.

Table 5. Recorded answers for feasibility issues by questionnaire respondents

If you're considering the Cloud of Things and fog computing, what should you keep in

mind? M SD
Is it possible in terms of technology? 4.06 1.23
Can it be done for the expense proposed? 4.24 0.987
Will there be gains and advantages? 4.37 0.876
When one or more components in any tier fail, does service to the underlying applications
. i . . 4.28 1.11
continue without interruption?
If the Cloud of Things and fog computing services have good real-time performance. 4.34 0.951
Is it safer to use than the conventional method? 4.37 0.946
Average total 4.28 1.067

Table 6. Recorded answers for trust issues by questionnaire respondents

Which features should be prioritized while choosing a Cloud of Things and fog

. - . M SD
computing service provider?
Reputation 4.28 1.158
Geographical location, employee count, and customer roster 3.79 1.069
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Methods of protection 4.31 0.991

Information security protocols 4.37 0.891
Observance of applicable standards and regulations 4.22 0.994
Continuity and emergency recovery strategies 4.33 0.932
Average total 4.22 1.006

Table 7. Recorded answers for IT infrastructure readiness issues by questionnaire respondents

What are your primary concerns regarding the issue of infrastructure readiness? M SD

Is the PC, hardware, and operating system environment prepared to support the Cloud of Things
and fog computing service requirements, then what is the status of your Cloud of Things and fog 4.14 1.075
computing service requirements?

Can the IT infrastructure support the additional Cloud of Things and fog computing service

demands? 4.27 1.063

Does your company provide a high-quality Internet connection and bandwidth, can it reap the

benefits of the Cloud of Things and fog computing technology? 4.38 1057

Can the existing IT applications be incorporated with the Cloud of Things and fog computing? 4.24 1.061

Is it challenging to migrate an existing system to a Cloud of Things and a fog computing

environment, and how? 3.95 1029
Is the IT infrastructure readiness the service provider's responsibility? 4.95 1.051
Average total 4.32 1.056

Finally, the questionnaire participants' Likert-scale replies to questions about government support are indicative
of a positive outlook because they are near an important level with a mean value of 4.07 and a standard deviation
of 1.074, respectively. The final question is a free-form suggestion box for answering how you feel about the
future of the Cloud of Things and fog computing in Iraqgi institutions. They are summarized in the analysis and
recommendation sections of this study, along with our team's points of view.

Table 8. Recorded answers for the government support issues by questionnaire respondents

When it comes to government aid, what exactly are your most significant worries? M SD

Will government laws and regulations aid the widespread implementation of the Cloud of

Things and fog computing? 4.21 0.913

When it comes to the Cloud of Things and fog computing, will the government fund the
. S . ; 4.24 0.983

essential training programs and research to ensure that the relevant skills are acquired?
To what extent will the government assist non-profits in overcoming their budget constraints? 4.13 1.021

Is the government willing to facilitate the adoption of the Cloud of Things and fog computing
. . . . 4.13 1.077
by reducing the number of meetings and permits required?

Does the government establish stringent data storage and privacy rules to safeguard business 424 1076

information, how effective will these measures be?
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Do you need help from the government to implement the Cloud of Things or fog computing at

3.48 1.372
your company?

Average total 4.07 1.074

Cronbach's Alpha displays the dependability of field study. The questionnaire is a highly trustworthy instrument
that may be used by the Iragi government with confidence due to a Cronbach's alpha range of 0.71 to 0.85.
According to George and Mallery (2003), a Cronbach's Alpha value of 0.9 is considered excellent, 0.8 is good,
0.7 is acceptable, 0.6 is questionable, 0.5 is poor, and less than 0.5 is unacceptably low [15-16]. It also explains
the median importance rating on an ordinal scale used in field studies, as in Table 9.

Table 9. Reliability and average ordinal scale percentage of the field study

Variable Mean Cronbach's Alpha Average Ordinal Scale %
Cybersecurity 3.92 0.77 73
Privacy 4.2 0.78 80
Sustainability and reliability 4.03 0.71 75.75
Cost 38 0.78 70
Feasibility 4.28 0.84 82
Trust 4.22 0.85 80.5
IT readiness 4.32 0.82 83
Government support 4.07 0.84 76.75

3. Questionnaire findings and analysis

The survey targeted individuals with expertise in the Cloud of Things and fog computing technologies, and the
guestions were planned out in advance to maintain proportion and homogeneity. The results showed that the
various government agencies in lraq have a positive attitude and high ambitions toward implementing these
technologies, with high mean values for IT readiness and feasibility. However, there is still work to be done in
creating a supportive culture for innovation and change.

As a direct result, each of the responders is working on constructing an original prototype for the Cloud of
Things and fog computing in Iraq right now, intending to improve loT and e-services. They are educated about
the possibilities for the Cloud of Things and fog computing technologies to save money, time, and the necessary
resources for increasing the quality of 10T and e-services suitably.

The dependability measure is provided by Cronbach's Alpha, which has a range that goes from 0.71 to 0.85 and
indicates that the selected survey has both a positive outcome and a high level of reliability. This questionnaire
has the potential to serve as a road map for the development of the Cloud of Things and fog computing
technologies inside the governmental organizations of Irag.

In addition, specialized opinions and recommendations have been obtained, both of which will help put the
Cloud of Things and fog computing technologies into practice and make significant improvements. Both of
these will be helpful in the future. It is required to analyze and address the obstacles that slow down the
development of a Cloud of Things and fog computing environment in Iraq, according to the thoughts of some
of the people who participated in the survey. These people's opinions were gleaned from the results of the
survey. Issues of a political nature, workers working in information and communication technology (ICT),
electricity, and an internet connection are some of the challenges that must be overcome. In addition, some of
the people who took part in the survey believe that there is a demand for official gateways of the Cloud of
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Things and fog computing technology in the organizations that are administered by the government of Irag.
This is one of the opinions that was expressed in the survey. These gateways supply a variety of future efforts
and research on the alterations in the manner in which internet services are employed, as well as enhancements
in performance. This gateway also illustrates that it is essential in the expansion and growth of future
government schematics for the goal of encouraging electronic transactions and attracting investments in Irag.
This is to motivate electronic transactions, and 10T, and attract investments in Iraq.

According to some expert opinions and suggestions provided by respondents to an applied survey, e-governance
in Irag based on the Cloud of Things and fog computing technology is strategic and has numerous benefits to
an organization. These benefits include less distributed data storage, cheaper resource availability, more security
control, scalability, and responsibility. Because of this, developing an e-government system in Iraq is of the
utmost importance. This is in contrast to the current state of Cloud of Things and fog computing technology,
which are relatively close to the ground at this point.

In the Cloud of Things, 10T, and fog computing technologies, microstrip filters, and antennas are employed in
various applications, such as smart home devices, industrial sensors, and autonomous vehicles. They enable
these devices to interconnect with each other wirelessly, constructing a network of interconnected devices that
can share data and information in real-time. Overall, miniature microstrip filters and antennas are necessary
constituents and recommended in developing Cloud of Things, 10T, and fog computing technologies. Their
significance will only continue to grow as these technologies become more widespread [17-21].

4, Conclusion

Cloud of Things and fog computing have the potential to revolutionize several different industries in Iraq by
enabling real-time data processing, improving decision-making capabilities, and increasing operational
efficiency. However, for its implementation to be successful, there must be concentrated efforts made by the
government, the private sector, non-governmental organizations, and academic institutions to address the
problems and establish an atmosphere that is conducive to their success. The process of Irag's digital
transformation can be sped up, and its competitiveness in the international economy can be improved if the
country makes use of cloud and fog computing technology with sustainability measures.

Adopting the Cloud of Things and fog computing in Iraq confronts many obstacles despite the potential benefits
of these types of computing. A limited internet connection worries regarding the privacy of data, a lack of
technical skills, and an inadequate infrastructure are some of these issues. To overcome these issues, it is
essential to make more and more investments in the improvement of the country's internet infrastructure, to
provide training and education programs on Cloud of Things and fog computing, to implement legislation for
data privacy, and to promote public-private partnerships for the development of infrastructure and enhance the
guality of data storage and e-services with sustainability measures.

5. Recommendations

Based on this study's findings and the responses to the survey, the following sustainability dimensions need to
be considered:

e Environmental sustainability: Evaluate the environmental impact of expanding cloud and fog computing
infrastructure. This covers the energy usage of data centers, the technology's carbon footprint, and the
possibility of powering these establishments with renewable energy sources. Environmental sustainability
can be enhanced by supporting green data centers and putting energy-efficient measures into operation.

e Resource efficiency: The elastic, on-demand resources that cloud computing offers are consistent with
resource efficiency. Iraq can guarantee the sustainability of its cloud and fog computing services concerning
resource allocation by maximizing resource usage and eliminating resource wastage.
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Long-term viability: Taking sustainability into account means taking investments in cloud and fog
computing into account. To prevent technological obsolescence, this entails estimating the lifespan of
infrastructure, software, and hardware components and making plans for replacements and updates.

Skills development: Long-term sustainability depends on developing a workforce with the necessary skills
to manage and maintain cloud and fog computing systems. The sustainability of the technology can be
improved, and reliance on outside expertise can be decreased by funding education and training initiatives
that develop local talent.

Data security and privacy: Trust-building and sustainability depend on guaranteeing the security and privacy
of data handled and stored in cloud and fog computing environments. To preserve sensitive data, Iraq should
put strong data protection and cybersecurity safeguards in place.

Regulatory compliance: For cloud and fog computing programs to be sustainable, compliance with national
and international rules is essential. The ethical and legal use of these technologies is ensured by adhering to
industry standards, cybersecurity rules, and data protection laws.

Infrastructure development: The foundation of sustainability is infrastructure development. To meet the
increasing demand for cloud and fog computing services, Iraq needs to make investments in developing
robust and scalable network and data center infrastructure.

Policy design: It's critical to create transparent, flexible policies that control the implementation and
application of cloud and fog computing. The sustainability of the economy, society, and environment should
all be taken into account when creating new policies, which should also be updated to take advantage of
new opportunities.

Government support: The effective acceptance and expansion of cloud and fog computing depend heavily
on the continued support of the government. The government's financial assistance, political commitment,
and regulatory frameworks can guarantee the survival and stability of these technologies.
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